| nfor mation Security Policy
for

the University of Copenhagen

This document is designed for all employees andestts of the University of Copenhagen, as
well as others associated with the Universitypalvhom will be referred to below as internal
users. The document is also a declaration to ttedsuworld that the University has adopted a
policy on information security (IS) which is in asdance with recognised standards, in order
to safeguard and protect the University’s inforimatassets, as well as to contribute to under-
pinning the University of Copenhagen's positiveutapion and standing.

Preamble

The Information Security Policy (IS policy) senasthe over-arching framework for informa-
tion security at the University of Copenhagen, leéoith often referred to as just 'KU' or 'the
University'.

The IS policy underpins KU's Strategic Action PR0D8-2012, which is available at
http://www.ku.dk/destination2012/.

KU will at any given time comply with the currenibish standard for information security, as
well as Danish legislation and other governmendgjines.

As part of overall security management, the InfdramaSecurity Committee (ISU) will reas-
sess the IS policy at least once per annum onakis bf ongoing monitoring and reporting of
incidents.

Revision of the IS policy is approved by the Reatiorrecommendation from ISU and process-
ing by the General Consultation Committee.

Purpose

Data and information, as well as information syseémprocess them, are necessary and vital
for KU, and information security therefore has hgignificance for KU's credibility and its
ability to function.

The purpose of the IS policy is to define a framewfor the protection of KU's information,
and in particular to ensure that critical and saresinformation and information systems retain
their confidentiality, integrity and accessibilitgl)’s management has therefore decided that
its level of protection should be determined inaxdance with considerations of risk and im-
portance, as well as in compliance with statuteguirements and any agreements already en-
tered into, including the terms of licenses.

The management will inform all of KU's internal usabout their responsibility in relation to
KU's information and information systems.

Furthermore, the intention of the IS policy is tmamunicate to everyone that use of informa-
tion and information systems at KU is subject twognised standards and guidelines. The pur-
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pose of this is to prevent breaches of informasiecurity, limit damage in the event of a
breach, and facilitate the restoring of informatio

Scope

The policy covers KU's information, which is defthas any information that belongs to KU,
as well as information that does not belong to Kitfor which KU can be held responsible.
For example, the policy covers all information atstaff, all financial information, all admin-
istrative information, research information, protioic information and system data, as well as
information provided to KU by others. Such informnatmay comprise factual information,
notes, registrations, reports, planning materiagry other information designed only for in-
ternal use.

This policy covers all of KU's information, regaeds of the form in which it is stored and
communicated.

This policy covers all users without exceptione- students, permanent staff and people tem-
porarily associated with KU.

In conjunction with any invitation to submit tenddor parts of, or the whole of, KU's IT op-
erations, safeguards must be put in place in coatipe with the supplier, which ensure that
said supplier, its facilities and its staff who kaaccess to KU's information comply with and
live up to the standards of KU's information setyupolicy.

Security level

It is KU's policy to protect its information andausively allow access to, use of and publica-
tion of said information in accordance with KU'sdglines and in compliance with current
legislation at any given time.

Based on risk assessments, KU sets a safety leatetdorresponds to the importance of the in-
formation concerned. KU will regularly conduct ddyaced risk and consequence assessment,
with due deference to financial conditions andUméversity's purpose.

At least once per annum, or in the event of maj@nges to the organisation or the informa-
tion systems, an overall risk assessment is coadunt the management in order to keep up to
date with the current risk situation.

The management has decided to develop and admim&iemation security strategies that
ensure an information security level that at leastesponds to the basic safeguards in DS
484:2005, and also to ensure that KU's strategeedescribed in the IS handbook.

The operational responsibility for the day-to-dagmagement of the information security

work, cf. Appendix 1, is placed with KU's IT sedyrmanager, who makes sure that the activi-
ties, standards, guidelines, controls and measasesescribed in the security handbook, are
implemented and complied with.

It is also highly important that information sedyris integrated into all relevant business pro-
cedures, operating tasks and projects.
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Security consciousness

Information security has a bearing on the Univgisibverall information flow, and an IS pol-
icy cannot be implemented by the management iatisol. All users have a responsibility to
contribute to protecting KU's information againetwthorised access, amendment and de-
struction, as well as theft. All users shall therefregularly receive the relevant degree of
training in information security.

All internal users of KU's information assets sfiallow the IS policy and the guidelines de-
rived from it.

Users must only use KU's information assets irctirgext of their links with the University,
and must protect the information in a manner befjtits sensitivity and/or particularly critical
nature.

Breaches of infor mation security

If a user discovers threats to or breaches of mébion security, this must immediately be re-
ported to the line manager for information secuoityo the management.

Line managers for information security are listedkdJ's IS homepage at informationssikker-
hed.ku.dk

Users who breach the IS policy or the guidelingssdd from it will be subjected to discipli-
nary procedures in accordance with KU's currergsraind personnel policy.

Amended by ISU 18 December 2008. Processed byitiketbrs’ Co-ordination Committee 19
January 2009, by the Management Team 21 Januagy B9@he General Collaboration
Committee 18 February 2009 and then approved biRéwntor.
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Appendix 1: Usein practice

The guidelines and security and control measur#sedtniversity of Copenhagen are collated
in the IS handbook, which is divided up into themneasections and sub-sections as those used
in DS 484:2005.

The security handbook contains a description ofrif@mation security areas that are relevant
to the University of Copenhagen.

The purpose of the operational responsibility is:

to guarantee that the IS policy and guidelinesvadrirom it are implemented
to define the value of the information that is resagy for KU, and to take reasonable
precautions to protect that information, includeaymarking the necessary funding and
resources for that purpose
to identify system and information owners for aflarmation and information systems
to classify and protect the information for whick/ ks responsible
to prevent and limit risks to a level known to autepted by KU
to devise rules for information control and proi@act which must be followed by the
members of staff who process and use the informatio
to establish rules for access to and use of infoomand make sure that these are
maintained and, if necessary, revised on a redpalsis
to define the rules for filing information so thatan always be re-created later, within
a known and accepted time scale
to devise a usable plan to re-establish day-toegeyations if the information or the in-
formation systems are destroyed for any reasothato
o the scale of and the consequences of the emergénagion can be minimised
o the most significant elements of everyday KU operat can be resumed via al-
ternative procedures
o all relevant effected parties are kept informethtonecessary extent
0 the full operation of the information systems carésumed within a known
and accepted time scale
to guarantee that any sensitive (in terms of safefgrmation activity can be attributed
to the person who has carried out the activity, tangliarantee implementation of the
necessary controls for discovering abuse or atteapnisuse
to establish rules for the conferment of rights #redseparation of functions that will
prevent and limit the consequences of errors, aotsdand negative actions that are
consciously performed by individuals
to guarantee that KU develops and installs systettiisdue regard to proper safety
measures
to guarantee that KU's suppliers comply with tHetyanstructions that are valid for
KU's own information, facilities and staff, in cg@eration with the University
to take the necessary precautions to guaranteéhthé$ policy and guidelines derived
from it are complied with
to guarantee the necessary management reportiggstéitus, including activities and
incidents.
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